[puiioxenue 2
K 00s13aTe/IbHOM MHPOpMALIUH
JUIsL pa3MelieHus Ha caifre

NHPOPMALINOHHAS ITAMSATKA
A1 OBYYARKOIUXCS JIUISA PASMEULEHUS
HA O®ONHHUAJNBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'0JIOM MOJIOJIEKH B MHTEPHETe CTAHOBUTLCS OOJIbILE, a HIKOJIb-
HUKH OJIHM M3 CaMbIX aKTUBHBIX I0oJb30Baresedl Pynera. Mexay tem, moMuMo
OIPOMHOI0 KOJIHYECTBAa BO3MOYKHOCTEH, HHTEPHET HeceT M polJieMbl. JTa namsT-
Ka JI0JI7KHA TOMOYb TeO¢ Oe3011acHO HaXOAUThCS B CCTH.

KoMIibloTepHbie BUPYChI

KoMibloTepHslii BUPYC - 9TO PasHOBHMJIHOCTH KOMIIBIOTEPHBIX IPOrpaMM,
OTJIMYUTEILHOW 0COOEHHOCTBIO KOTOPOH ABJISIETCS CIIOCOOHOCTh K PA3MHOKECHHUIO.
B nonosHeHue K 3TOMY, BUPYCHI MOI'YT IOBPEIMTH MM IOJHOCTBIO YHHUUYTOKHUTE
Bce daiuibl U JaHHbIE, TOJAKOHTPOJIBHBIC MOJL30BATENIO, OT HMEHU KOTOPOro Obliia
3alyllieHa 3apakeHHas INporpaMMa, a TakKe IOBPEJAMTh MIIM JIaKe YHHUYTOKHUTD
OIIEpallMOHHYIO CUCTeMY cO BceMM (ailyilamu B 1enoM. B OonblumMHCTBE Cllyyaes
pacrpoCTpaHsitOTCs BUPYChI Yepe3 HHTepHeT.

MeTozp! 3a1UThI OT BPEJAOHOCHBIX [IPOIpamMM:

1. Mcrione3yii coBpeMeHHbIe ONEpPallMOHHBIE CUCTEMbl, UMEIOLIUE CEPbE3-
HBIM YPOBEHb 3alLUThI OT BPEJOHOCHBIX IIPOIPaMM;

2. IlocTosHHO ycTaHaBiuBai 1avyTu (LUQPPOBLIC 3aIIATKU, KOTOpbIE aBTO-
MAaTHYECKH YCTAaHaBIUBAIOTCA C LEJIbI0 10pabOTKH IPOTrpaMMbl) U JApyrue 0OHOB-
JIEHUsI CBOEH onepauuoHHOH cucTeMbl. CKauMBaih MX TOJBKO ¢ O(UUMAIBLHOIO
caiita paspadorunka OC. Eciu cyuiecTByerT peXuM aBroMaTH4YecKoro oOHoBlle-
HUS1, BKJIIOYH €ro;

3. Paborail Ha cBOEM KOMIIBIOTEPE [10/1 [paBaMu [10JIL30BaATE/Isl, a HE aJMHU-
HUCTpaTOpa. DTO HE MO3BOIMT OOJBIIMHCTBY BPEAOHOCHBIX IIPOIPAMM HHCTAILJIM-
pOBaThCs Ha TBOEM MEPCOHATBHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBUPYCHBIE [IPOIPAMMHBIE [POAYKTBI U3BECTHBIX [POH3-
BOJUTEJIEH, C aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb GU3UYECKUMA JJOCTYII K KOMIIBIOTEPY JUISl IOCTOPOHHUX JIULL

6. Mcrionp3yil BHemIHHE HOCUTENH MH(pOPMALMHK, TAKHE KaK (DICILIKa, JIMCK
WK (hailil U3 UHTEpPHETA, TOJIBKO U3 [IPOBEPEHHBIX HCTOYHUKOB;

7. He orkpbiBail KOMIBIOTEPHbIE (Qaliibl, [IOJYUYEHHbIE U3 HEHA/ICKHbIX MC-
TOYHHMKOB. /laxe Te ¢aiiiibl, KoTOpble NpHUCIAl TBOH 3HAaKOMbIN. Jlydiue yrouHu y
HEro, OTIIPABJIsI JIM OH Tede ux.

Ceru WI-FI

Wi-Fi - 9T0 He BUJ 11epe/iavuu JJaHHbIX, He TEXHOJIOUs, @ BCEro JIUIIbL OpeH/,
mapka. Eme B 1991 roay Huaepianjickas KOMIaHuA 3apeructpuposaia OpeH/



"WECA", 4yro obo3unauano ciosocoderanue "Wireless Fidelity", koTopsiii nepe-
BOJUTCA Kak "OecrpoBojiHasl TOYHOCTh" .

Jlo Haiero Bpemenu jiouuia jipyras ab0peBuarypa, KoTopast siBJIsieTcsi Takom
)Ke TexHojorued. Dro abOpesuarypa "Wi-Fi". Takoe wna3zsanue Obul0 JaHO C
HAMEKOM Ha CTaHAapT BbicUIeH 3ByKoBOH Texuuku Hi-Fi, uto B nepesojie o3nava-
eT "BbICOKAsi TOYHOCTD .

Ja, OecruiatHplil UHTEpHET-10CTYH B Kade, OTeJsIX U adpoloprax siBjsieTcs
OTJIMYHOW BO3MOXKHOCTBIO BbIX0JIa B MHTepHeT. HO MHOrue skcrneprbl CYMTAIOT,
yro obwenoctynueie Wi-Fi cetn He aBnsiorcst 6e301macHbIMHU.

Cosetsl 1o 6e3onacHocTH paboTel B 00ue 0Ty nHbIX ceTsix Wi-f1:

1. He nepenasaii cBoo nu4Hy10 HHpOpManuio dyepes odueoctynubie Wi-Fi
cetd. Paboras B HUX, KenaTeJIbHO HE BBOJUThL 11apOJIM JOCTYIIA, JOTHHBI U KaKue-
TO HOMEpA;

2. Mcnone3yi 1 0OHOBIISIH aHTUBUPYCHBIE IIporpaMmbl U Opanjmayep. Tem
caMbIM Thbl 00e30mnacHulllb ceOsi 0T 3aKauKu BUpYyca Ha TBOE YCTPOMCTBO;

3. I1pu ucnonbzoBanuu Wi-Fi orkmoun gyuxkuuio "O6umwmi roctyn k ¢aii-
naMm ¥ npuHrepaM”. Jlannas (yHKUMS 3aKpbITa 110 YMOJIYAHUIO, OJIHAKO HEKOTO-
pbI€ I0JIB30BATEIN AKTUBUPYIOT ee Ul yJ100cTBa UCIONIb30BaHus B padore Wiu
yuebe;

4. He wucnonp3yi nyOnuunsit WI-FI juis nepejgaum JIMYHBIX JIAaHHBIX,
HaIpUMEp JUIS BBIX0/1a B COLIMAIBHBIC CETH WIIM B 2JICKTPOHHYIO [10YTY;

5. Mcnoab3yii Toibko 3ammuientoe coeaunenue yepes HTTPS, a ne HTTP,
T.e. npu Habope BeG-ajpeca BBoAM uMeHHO "https:/";

6. B moOwibHOM Tenedone ornoun ¢pynkuuio "Ioakmouenune k Wi-Fi as-
tomatuyeckn". He poryckail aBTOMaTH4ecKoro IHOAK/IIOUEHUS! YCTpOHCTBA K ce-
aM Wi-Fi 6e3 tBoero cornacusi.

CouunanbHble CeTH

CoumabHbIC CETH aKTHBHO BXO/ST B HALLY JKM3Hb, MHOI'ME JIIOAW paboTaior
U JKUBYT TaM IOCTOSHHO, a B Facebook yike 3apeructpupoBan MuiLiMap/| 4eJI0BeK,
4TO SIBJISETCH OJIHOM CEeJIbMOM BCeX JKHTeJIeH IulaHeThl. MHOrUe 110J1b30BaTe/Id He
MOHUMAIOT, 4TO MH(pOpMalMs, pasMELIeHHAas UMH B COLMAIILHBIX CETHAX, MOXKET
OBITH HalJiIcHa M MCII0JIb30BaHa KeM ¥roaHo, B TOM 4YHCJI€ HE ob6si3arennto ¢ OJa-
I'MMH HaMepeHHSIMH.

OcHOBHBIC COBETHI 110 0€30I1aCHOCTH B COLMANILHBIX CETAX:

. Orpanuub crucok japy3ei. ¥ 1elst B JIpy3bsiX HE JIOJDKHO OBITH Cllyvai-
HBIX U HE3HAKOMBIX JIOJICH;

2. 3ammuiail cBOIO YacTHYIO KU3Hb. He ykasbisaii naposu, rejieoHsl, ajpe-
ca, JIaTy TBOEI'0 POKJACHUS U JAPYTyIO JTHUUHYIO HH(OPMALHIO. 3J10yMBIUUICHHUKH
MOT'YT MCIIOJIB30BaTh Jlake HHPOPMALIMIO O TOM, KaK Thl U TBOW POJMTENN IJIaHH-
pyere NMpoBeCTH KaHUKYJIbI;

3. 3amumail CBOIO peryTanuio - JIepKH ee B YHUCTOTe W 3ajaBail cede BO-
poc: xore Obl Tbl, YTOOBI JPYrUe MoJb30BaTeJIM BUACIH, YTO ThI 3arpyiKacilib?’
[Tonymait, npexiae yem 4ro-10 011yOJMKOBATh, HAIIUCATD U 3arpy3UTh;



4. Ecii Tbl rOBOPUILL C JIOJIbMH, KOTOPLIX HE 3Haelllb, He UCIIOJIL3YH CBOE
peabHOe MM U APYIYIO JIMYHYI0 MH(POPMALMKU: UMS, MECTO KUTEJILCTBA, MECTO
y4eObl ¥ npouee;

5. U3beraii pazmewienus gororpaduii B Uurepuere, riae tol u300pakeH Ha
MECTHOCTH, 10 KOTOPOH MOKHO OIIPE/ACIIMTH TBOE MECTOIOI0KECHHE;

6. Ilpu perucTpauuu B COLMAIBHON CETH HEOOXOJAMMO UCIIOIIB30BAThL CIOK-
HbI@ NIapOJIM, COCTOAIIME U3 OYKB U LIM(P U C KOJIMYECTBOM 3HAKOB He MeHee &;

7. JAnd COUMaILHON CEeTH, IOUThl H JIPYIHX CAaHTOB HEOOXOJMMO HCI0JIL30-
BaTh pasHble napoiu. Toraa eciu teds B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH [10J1y4aT
JIOCTYII TOJIBKO K OJIHOMY MECTY, @ He BO BCe cpasy.

BHCKTPOHHLIC JACEHBLI'H

DNeKTPOHHBIE JIeHbI'H - 9TO 04eHb YJ00HBIH criocol riarexei, 0/lHaKO Cy-
IIECTBYIOT MOIUEHHUKH, KOTOPbIE XOTST [10JY4YUTh ITH JACHbIH.

DJIEKTPOHHBIE ICHBI'Y [TOSBUJIMCH COBCEM HEJIABHO M MMCHHO M3-3a 3TOI0 BO
MHOI'MX I'OCY/IapCTBax /10 CUX 110p HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHM (QYHKIHMOHUPYIOT U O HUX YK€ [PONUCAHO B 3aKOHe, e
UX pa3/eisAioT Ha HECKOJIbKO BHJOB - aHOHMMHbBIE M He aHOHMMHbIe. PazHuua B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPbIX pa3peliaercs NPoBOJUTh onepanuu 6e3
I/illEHTl/I(i)ldKaL[HI/l MoJIp30Bareiisi, a B HCAaHOHHUMHBIX ldllCHTH(l)l/lKaU,lflﬂ [1OJIb30BarTeIs
SIBJISIETCSI 00sI3aTe IbHOM.

Taksxke ciepyer pasiuyaTh MIEKTPOHHbIE (PUATHBIE JICHBIW (paBHBI rocyaap-
CTBEHHBIM BaJIOTaM) M JJIEKTpOHHbIC HeduarHble ACHbI'W (HE paBHbI rocyjap-
CTBEHHBIM BaJIOTaM).

OcHoBHbIE cOBeTHI 110 He30nacHoi padoTe ¢ NIEKTPOHHBIMU JICHbLIAMHU:

l. ITpuBsbku K cuery MOOWIbHBINA TejedoH. DTO caMbli y100HBIH 1 ObICT-
pbIi crioco® BOCCTaHOBHUTH J10CTYH K cyeTy. IIpuBsizanuslii Tenedon nomoxer, ec-
M 3a0yjlelllb CBOHM IUIATEKHBIA 11apoJib WIIM 3aifjielllb Ha CalT ¢ HE3HAKOMOIo
YCTPOMCTBA;

2. Ucnonp3y# oxHopa3osblie napoiu. [locne nepexoja na ycuiiennyio aBro-
puzauuio Tede yke He OyJeT yrpokKarh OlaCHOCTh KPaKM MIIM llepexBara [L1aTex-
HOTI'O MapoJis;

3. Beibepu cioxubii napois. llpecrynnukam Oyaer He npocTo yraiaarb
CIIOXKHBIN napoJib. Hajnexkubie maposiy - 910 naposu, KOTOpbIe COAepKaT He MeHee
8 3HAKOB M BKJIIOHAIOT B ce0sl CTPOYHbBIC U IPOINUCHBIE OYKBBI, IIU(PBLI U HECKOIIb-
KO CHMBOJIOB, TaKue Kak 3HaK JoJuiapa, ¢yHTa, BOCKIMIATE/IbHBIM 3HAK MU T.IN.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHbIE JJAHHBIE HA CalTaX, KOTOPLIM HE J0BEepsellb.

DNeKTpoHHAs 1oyra

DNEKTPOHHAs 1104Ta - 3TO TEXHOJOI'HS M I[IPEJIOCTABISEMBIE €10 YCIYTIH 110
MEPeChbUIKE U MOJIYUYEHHUIO EKTPOHHBIX COOOLIEHUI, KOTOPbIE paclpe/elIsioTcs B
KOMIIBIOTEPHOH ceTH. OOBIYHO 2JICKTPOHHBIH 11OYTOBBIA AIIMK BBLIMJIAJAUT CIIELy-
IOUIMM 00pa3oM: UMs_MOJp30BaTens(@ums_JjiomeHa. Takke kpome repejadu 1npo-
CTOr0 TEKCTa, UMEeEeTCsl BO3MOXKHOCTH Iepe/iaBars (aiibl.

OcHOBHbIE COBETHI 110 0€3011acHOi padoTe ¢ ICKTPOHHOMH [104TOH:



1. Hano BbIOpaTh NpaBUiIbHBIA IOYTOBBIA cepBuC. B uHTepHere ecTb
OrpOMHBIH BBIOOP O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUlle J0BEPSTh TEM,
KOT'0 3Haellb U KTO NEepBLIH B peHTHHIE;

2. He yka3sbiBail B IMUHOM noure JIMuHY0 MH(popmainmio. Harpumep, ayduie
BbIOpaTh "My3bIKaibHbli_(anar@" unum "pok2013" Bmecto "remal3";

3. Hcnoib3y#l JByXdTAllHYH aBTOPU3AIMIO. DTO KOIJla [OMUMO I1aposis
HYKHO BBOJIMTH KOJI, NPUCHLIaeMbli o SMS;

4. BpiOepu ci10KHBIA NapoJib. JlJ1s Kax/10ro 104TOBOIO SIIMKA J10JUKeH ObITh
CBOW HAJIEJKHBIH, YCTOWYMBBLIN K B3JIOMY 11ap0Jib;

5. Eciii ecTh BO3MOXHOCTH HalMcaTb CaMOMY CBOH JIMYHBIH BOIIPOC, MC-
10JIb3YH 3TY BO3MOMKHOCT;

6. Mcnionp3yi HECKOJILKO MOYTOBLIX sAUWMKOB. [lepBbiii 11 yacTHOH nepe-
MMUCKH C azpecaTaMH, KOTOPLIM Thl J0Bepsiellb. DTO JIEKTPOHHbIN aJpec He Hajl0
UCIIOJIB30BaTh IPU PErHCcTpalluu Ha (opyMax M cairax;

7. He orkpseiBail Qaiiibl U Jpyrue BIIOKEHUs B MUCbMAax, Jlake ec/ld OHH
OPUILUTA OT TBOMX Apy3ei. Jlydiie yTo4Hu y HUX, OTIPABISIIMA JIM OHU Tede JTH
(baibl;

8. Ilocine okonyanusi paborTbl HA IIOYTOBOM CepBUCE Ilepejl 3aKpbITHEM
BKJIQJIKM ¢ caliTOM He 3a0y/ib HaxaTh Ha "Boiiitu".

KuOepOy UTHHT HIIM BUPTYaJIbHOE U3/1€BATE/ILCTBO

KubepOyiuur - npeciie/joBaHue COOOIIEHUSIMH, COJepKallluMK ocKopOJe-
HUSl, arpecCculo, 3alyruBaHue; XyJIUIraHCTBO; COllMalibHOe DOMKOTUpOBAHUE C I10-
MOLLBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE cOBeTbI 110 Ooprde ¢ KHOepOyINTUHIOM:

1. He Opocaiics B 60it. Jlyquiuii criocod: nocoBeToBaThCsi Kak ceOst BECTH H,
€CJIM HeT TOro, K KOMY MOYKHO OOpaTUTLCS, TO BHayaje yCIHOKOMTbCH. Eciu Thl
HayHellb OTBEYaTb OCKOPOJIEHUSIMU Ha OCKOpPOJIEHMs, TO TOJIBKO eule OoJiblie
pa30kIKelIb KOH(IUKT;

2. Ynpasnsi cBoeil kubepperytauuei;

3. AHOHMMHOCTb B ceTd MHUMas. CyllecTBYIOT CIOCOObI BbISCHUTb, KTO
CTOMT 3a aHOHUMHBIM aKKayHTOM;

4. He crout BectH Xynuranckuii oOpa3 BupryanbHoi sxusnu. Murepner
(bukcupyeT Bce TBOM JICHCTBHS M cOoXpaHsieT MX. YaauuTh ux Oyjer kpaiiHe 3a-
TPYAHHUTEIILHO;

5. Coburoait CBOIO BUPTYAJIbHYIO YECTh CMOJIO/Y;

6. Urnopupyit enHuuHbid HeratuB. OJHOPa30BbIE OCKOPOUTEIIbHbBIE CO00-
IEHUs JIy4uie uraopuposars. OObIYHO arpeccus Ipekpaulaercss Ha HadajlbHOM
CTaJuu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOLUEHHAMM, B
COLIMAJIBHBIX CeTSAX €CTh BO3MOXKHOCTH OJIOKUPOBKHM OTIIPABKH COOOLIEHHMI ¢ olpe-
JI€JIEHHBIX a/IpecoB;

8. Ecitn TBI cBuaeTesh kubepOyuinHra. 1Bou JeHCTBUA: BLICTYIIUTL [IPOTHB
npecjeoBaresis, oKa3arh €My, 4T0 ero JAeHCTBUs OLEHUBAKOTCA HEraTUBHO, 110/~
JiepKaTh KEePTBY, KOTOPOH HYyXKHa ICHUXO0JIOrMYECKas OMOILb, COOOLUTL B3pPOC-
BIM O (haKTe arpecCUBHOIO ITOBE/ICHUS B CETH.



MoGuibHbIA Teledon

CoBpeMeHHbIe cMapT(OHBI U IUIAHILIETHI Cojlepxkar B ceGe BIIOJIHE B3POCIIbIH
(pyHKIIHOHA, U Terepb OHKU MOI'YT KOHKYPUPOBATH CO CTALMOHAPHBIMU KOMIIBIO-
tepamu. OJIHAKO, CPEJICTB 3aIMTHI JUIS [OJ00HBIX YCTPOMCTB 110K OY4eHb MaJIo.
TectupoBanue U MOMCK ysI3BUMOCTEH B HUX [POMCXOJMT HE TAK HMHTEHCHBHO, KaK
nis TK, To e camoe Kacaercss 1 MOOMIIBHbIX IPUIIOKEHUI.

CoBpemenHble MOOWIIbHBIE Opay3epbl yxkKe NPaKTHYeCKH JIOTHAJIM HACTOJIb-
HBIE AHAJIONM, OJIHAKO pacliMpeHue (yHKIMOHAJIA Bieder 3a coOoi O0JIbIIYIO
CJIOKHOCTb ¥ MEHBLIYIO 3aLIUIIEHHOCTD.

Jlaneko He BCe NPOM3BOJUTENM BBILYCKAIOT OOHOBJICHMS, 3AKPbIBAIOLIME
KPUTUYECKHUE YSI3BUMOCTH JUUISE CBOUX YCTPOMUCTB.

OcHoBHbIe cOBeTbI 15t 0€3011aCHOCTH MOOUIBHOIO TeliedoHa:

Hudero He sBisiercs no-vacrosimiemy OecruiatHsIM. byib ocTtopokeH, Be/ib
Korja tede npejaratorT OecruiaTHblii KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Jlymaii, npexae dyem ornpaButs SMS, doto win Bujaeo. Thl TOUHO 3HaEUIb,
rjae oHu OyayT B KOHeUYHOM uTore?

HeoO0xoauMo 0OHOBIISITL ONEPAIMOHHYIO CUCTEMY TBOCI'O CMapT(oHa;

Mcnonp3yit aHTUBUPYCHBIE [IPOIPaMMbl /Ui MOOMIIbHBIX Telle(OHOB;

He 3arpyxali npuiIokKeHHss OT HEH3BECTHOIO MCTOYHUKA, BE/b OHM MOIYT
cojlepaTh BPEJOHOCHOE IIporpaMmMHoe obecrieueHue;

[Tocnie Toro kak Thl BbIijiellb ¢ caiTa, rjie BBOAMI JIMYHYIO UH(DOpMALKIO,
3ali/1 B HacTpo¥kyu Opay3sepa u yjaanu cookies;

[Tepuonuyecku npoBepsiit, KaKue IUIaTHbIE YCJIyI'M aKTUBUPOBAHbl HA TBOEM
HOMeEpE;

JlaBaii cBoii HOMEp MOOMJILHOIO TesieOoHa TOJBLKO JIOJAM, KOTOPBIX Tbl
3HACllb U KOMY J10Bepsellb;

Bluetooth no/keH ObITh BBIKJIIOYEH, KOIJlA Thl UM HE I0Jb3yellbes. He 3a-
ObIBail HHOT/1a IPOBEPATH ITO.

Online urpsr

CoBpeMeHHble OHJIAHH-UIPBI - ITO KPacOYHbIe, 3aXBaThIBAIOLIME pa3Bileye-
HHA, O6'I>€,E[HHHIOI.LIHC COTHH TBICAY HY€JIOBCK I1O BCCMY MHDPY. I/IFpOKPl HCCIICAYIOT
JAHHBIA UM MUp, OOLIAKOTCS JPYT C JPYrOM, BbIIOJIHSAIOT 3aJaHus, CPaKalOTCs ¢

OIUIaYMBalOT A0OHEMEHT MJIM IPUOOPETAIOT KaKHe-TO OILIUH.

Bce a1u cpejicTBa My T Ha NOJIepAKAHUE U PA3BUTHE UI'PBI, @ TAKXKE Ha camy
6e301acHOCTh: COBEPILIEHCTBYIOTCS CUCTEMbl aBTOPU3ALIMM, BbIITYCKAIOTCS HOBBIE
naTyy (UMQPOBBIC 3AIUIATKM VISl [IPOIPAMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmomoOHBIX HIpax CTOMT OIacaThCsi HE CTOJBKO CBOMX COTIEPHHKOB,
CKOJIbKO KpaKM TBOEro [apolisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOpH3alluy
OOJIBIIMHCTBA UIP.

OcHoBHbIE COBETHI 110 6€30MaCHOCTH TBOEI'O UI'POBOI'0 aKKayHTa:

1. Ecniu npyroit urpok Bejiet cedsi MI0X0 WM co3jgaeT tede HeNpHUATHOCTH,
3a0JIOKMpYH €ro B CIIMUCKE UIPOKOB;



2. TToxanyicst aAMUHUCTpATOpaM MIpPbl HA IUIOXOE MOBEJACHHE ITOr0 UIPO-
Ka, Ke/aTesibHO NPUIIOKHUTh KaKHue-TO /10Ka3are/IbcTBa B BUJIE CKPUHOB;

3. He yxaspiBaii tuunyio napopmanuio B rpodaiie urpol;

4. YBaxai JIpyrux y4acTHUKOB I10 UIDE;

5. He ycranaBinuBai HeopUIlIMaTIbHbBIE [TATYH U MOJIBI;

6. Microsip3yit ClIOKHBIE U Pa3HbIE 1APOJIHU;

7. Jlaxxe BO BpeMs MIpbl HE CTOMT OTKIIHOYaTh aHTuBUpyc. [Toka TbI urpa-
€llb, TBOH KOMIIBIOTEP MOI'YT 3apa3UTh.

@UIIMHT UK KpaXka JIMYHBIX JIAHHBIX

OOGpI4HOM Kpaxkel JNeHer U JIOKYMEHTOB CEI'OJIHS YK€ HUKOIO HE Y/MBHUIb,
HO C pa3BUTHEM HHTEPHET-TEXHOJIOIMH 3JI0YMBIIUICHHUKH [1€PEMECTUIIUCh B UH-
TEPHET, U IIPOJA0JDKAIOT 3aHUMATBLCS "JTIOOUMBIM" J1€JIOM.

Tak nosiBujach HOBas yrposa: MHTCPHET-MOLICHHUYECTBA MM (DHILMHT,
rJIaBHasi 1eJlb KOTOPOro COCTOUT B MOIYYEHUHM KOH(HIeHIIMAIbHbIX JaHHBIX [10J1b-
30BaTeslel - JIorMHOB W naposied. Ha anrmiickoM si3pike phishing uuraercs kxak
¢umuHr (o1 fishing - peioHas sioBis, password - mapoJib).

OcHoBHBIE COBETHI 110 Oopb0e ¢ GUITUHIOM:

1. Cineau 3a CBOMM akKayHTOM. Eciid Thl 110/103peBaclilb, YTO TBOS aHKeTa
OblIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh ¢¢ M COOOLIMTE aAMUHUCTPATO-
pam pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnonp3yi O6e3onacHble BeO-caidThl, B TOM HMCIIE, HHTEPHET-MAarasuHOB U
MTOUCKOBBIX CUCTEM;

3. Ucnone3yit cinoxuble W pasHble napoid. Takum oOpasom, eciau Teds
B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH OJIYYaT JIOCTYII TOJIBKO K OJIHOMY TBOEMY I1pO-
(U0 B CeTH, a He KO BCeM;

4. Ecnu Te0s B3/10Mald, TO HEOOXOAUMO MPEeAYNPE/IMTh BCEX CBOUX 3HAKO-
MBIX, KOTOpble J00aBieHbl y Te0s B JIpy3bsiX, O TOM, YTO TeOs B3JlIOMald H, BO3-
MOKHO, OT TBOEr0 UMEHH OyJeT pacchbulaThCs ClaM M CCBUIKM Ha (DHIIMHIOBLIC
CaMThI;

5. YcraHoBu HajeKHbIH naposib (PIN) na MmoOMIILHBIHA Tese(oH;

6. OTKII0YM coXpaHeHHe napoJis B Opaysepe;

7. He orkppiBail (daiiyibl M JIpyrue BIIOKEHHUS B NHCbMax, Jaxe €CId OHH
NOPULLIA OT TBOMX JApy3eit. Jlydiie yTo4HHM Yy HHMX, OTIPAB/SUIA JIM OHH TeOe ITH
(ainbl.

[{udpoas penyranus

[{udpoBas peryranusi - 3TO HEraTHBHAs HJIM [MO3UTHBHAA HH(OpMALUs B
cetu 0 tebe. Komnpomerupyromas uHdopmalius, pa3Melletias B MuTepHere, Mo-
KET Cephe3HbIM 00pa30M OTPa3sUThCs Ha TBOCH peabHOM xku3HM. "Lludposas pe-
mytanusa” - 9TO TBOH MMHJUK, KOTOpbIH dopmupyercs u3 uHdopmanuu o rebe B
MHTEPHETE.

TBOe MecTO KXUTEeJIbCTBA, Y4eObl, TBOE (UHAHCOBOE I0JIOKEHHE, 0COOEHHO-
CTH XapakTepa U pacckasbl 0 OJU3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHoOrue noApOCTKH JIeIKOMbBICICHHO OTHOCATCS K I1yOJIMKAUMU JIMYHON MH-
dopmauuu B MurepHere, He NOHMMAas BO3MOXKHBIX IOCJHCACTBHA. Tbl Jaxke HE



CMOJKELIb J10raZaTbes 0 ToM, 4To (ororpadusi, pasMeLleHHas 5 JeT Ha3ajl, craia
IPUYMHON OTKa3a NPUHSTEL Teds Ha padoTy.

KommenTapuu, pasmeutenue tBoux dororpaduii u jpyrue AeHCTBUSI MOT'YT
He MCYEe3HYTh Ja)Ke I10CJIe TOro, Kak Thl UX yJaanuuib. Thl He 3Haeub, KTO coxpa-
HHJI 3TY MH(OPMALHKIO, I1011aJ1a JIK OHA B IIOMCKOBbIC CUCTEMBI M COXPaHWIIACh JIH
OHa, a IJIaBHOE: YTO MOAYyMaloT 0 Tebe OKpy’Kalollue JIH0/(M, KOTOpPble HAMIyT W
yBUIAT 3T0. Halitu undopmaimio MHOro JieT CIycTsi cMoxeT Jt000H - Kak U3 100-
PBIX [MOOYXK/IEHUH, TaK U ¢ HaMEpEeHHEeM I[IPUUYMHUTE Bpe/l. DTO MOKeT ObITh KTO
YIOJ/IHO.

OcHoBHBIE COBETHI 110 3aliUTe LHPOBOH peryTaumu:

1. Iloxymaii, npexie yeM 4To-TO MyOIMKOBAThL U nepejaBats y celsi B Onore
HJIM B COLIMAJILHOM CETH;

2. B nactpoiikax npoduis ycTaHOBH OrpaHMYEHHMs] HA MPOCMOTP TBOEro
poduiIs U ero CoAepP:KUMOro, caejai ero ToabKo "t apy3ei";

3. He pasmentail 4 He ykasbiBail HH(POpPMALUIO, KOTOpasi MOKET KOro-aubo
OCKOpPOJISITh MJIM O0OMIKATD.

ABTOpCKOE I1paBo

CoBpemMeHHbIC LIKOJBHUKM - AKTUBHBIC [10JIb30BATE/IM LMPPOBOIo Ipo-
crpaHcTBa. OHAKO AaJIEKO HE BCE 3HAIOT, YTO 110Jb30BaHME MHOIMMHU BO3MOKHO-
cTAMHU LUdpoBOro mupa tpedyeT coboieHus NpaB Ha UHTEUIEKTYalIbHYIO COO-
CTBEHHOCTb.

TepmuH "unreuiexryajibHasi COOCTBEHHOCTL' OTHOCHTCS K Pa3jIM4HbIM TBO-
pPEHUSIM YeJIOBEYEeCKOI'0 yMa, HauyMHasi ¢ HOBBIX M300peTeHuid U 3HakoB, 0003Ha-
YAIOIIMX COOCTBEHHOCTh HA IPOJYKTBI M YCIIYI'M, M 3aKaH4MBasi KHUIaMu, ¢oro-
rpausMH, KHHO(MUIBMAMH W My3bIKAJIbHBIMH [1POU3BE/ICHUSIMHU.

ABTOpCKHE IpaBa - 3TO IIpaBa Ha UHTEIUICKTYaJlbHYIO COOCTBEHHOCTL Ha
IIPOU3BECHUS HAYKH, JIUTEpaTypbl U UCKyccTBAa. ABTOPCKHE IpaBa BLICTYIAIOT B
Ka4ecTBe rapaHTHH TOI'0, YTO HHTE/UICKTYaJbHbIH/TBOPYECKHI TPyl aBTopa He Oy-
JIET HalpacHbIM, JAaCT eMy CIIpaBe/sIBbIe BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTa-
Tax CBOEro Tpy/la, MOJIYYUTh U3BECTHOCTb U npusHanue. Hukro 6e3 pasperneHus
aBTOpa HE MOXKET BOCIIPOM3BOJUTL €r0 IPOU3BEJCHUE, PACIIPOCTPAHATL, My0any-
HO ACMOHCTpHpOBaTh, IIpojJaBarTb, UMIIOPTHPOBAThL, IIYCKaThb B 1IPpOKAT, 1’[y6.IlH‘-illU
MCIIOJIHATD, NOKA3bIBATL/UCIIONHATE B dupe Win pasmeuiars B Murepuere.

Hcnons3zoBanue "nuparckoro” nmporpaMmMHoOro obecrieyeHus MOKET IpHUBe-
CTH K MHOI'HM pHUCKaM: OT IOTEPH JIaHHBLIX K TBOUM aKKayHTam J10 6HOKHPOBKH
TBOEI'O YCTPOMCTBA, IJle yCTaHOBJIEHA HeleraibHas nporpamma. He crour takike
3216])IBaTb, YTO CYULICCTBYHOT JICI'aJlIbHBIC H Oecrularible LIpOI'paMMbl, KOTOPbIC
MOKHO HAaWTH B CETH.

O noprasne

CereBUYOK.p(] - TBOI IVIAaBHBIM COBETYMK B CETHU. 3/1€Ch Thl MOXKELIb Y3HATD
0 0e30I1aCHOCTH B CETH IOHATHBIM U JOCTYIIHBIM S3bIKOM, @ [IPH BO3HHMKHOBEHHH
KPUTHYECKOH CHUTyallud OOpaTUThCs 3a COBETOM. A TaKXKe IIPUHATH y4acTHE B
KOHKYpCax ¥ CTaTh CaMbIM HU(QPOBBIM I'PAXKIaHUHOM!



