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K 00s13aTeIbHON HH(DOpMaLIUH

IUI pa3MeElIeHHs Ha caiiTe
MAOY COLI Ne6

NHPOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA JJIA PASMEIIEHUA
HA O®PNIUNAJIBHBIX UTHTEPHET-PECYPCAX

C KaXJpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a IIKOJIBHUKU OJHU W3
caMbIX AaKTHBHBIX IIOJb30Baresiell PyHera. Mexay TeM, NMOMHMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJIeMBbl. JTa MaMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

KommnsrorepHsie BUpYCHI

KomnbroTepHblil BUPYC - 3TO pa3HOBHIHOCTh KOMITBIOTEPHBIX IIPOrPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOIl SIBIISIETCSI CIIOCOOHOCTH K pa3MHOXKEHHIO. B 1omoiHeHne K 3ToMYy,
BUPYCHI MOT'YT ITOBPEAMUTH WU MOJHOCTBIO YHUUTOXUTH BCE (ailiibl U JTaHHBIE, [TOJIKOHTPOJIbHbIE
10JIb30BATENI0, OT UMEHHM KOTOPOro ObuIa 3aIylleHa 3apakeHHas IporpamMmma, a Takke OBPEIUTh
WIN J1aK€ YHUYTOXXUThH ONEPALMOHHYIO CUCTEMY €O BceMHM (hailamu B 1eiaoM. B GonbmmHcTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UepPE3 UHTEPHET.

MeTobl 3alUTHl OT BPEAOHOCHBIX IPOrpaMM:

1. Ucnonb3yil coBpeMEHHbIE ONEPAallMOHHBIE CUCTEMbI, UMEIOINE CEPbE3HBbIH YPOBEHb
3aIUTHI OT BPEAOHOCHBIX NIPOrpPamMM;

2. TlocrostHHO ycTaHaBiuMBail mauTd (UUGPOBbIE 3aIlJIaTKH, KOTOPbIE aBTOMATHYECKU
YCTaHaBJIMBAIOTCS C IIEIIbI0 TOPAOOTKH MPOrpaMMbl) U Ipyrue OOHOBIIEHUS CBOEH OINepalimOHHON
cucreMbl. CkauuBail UX TOJIBKO ¢ oduimanpHoro cairta paspadorunka OC. Ecnu cymectByer
PEKUM aBTOMATHYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEpE IO/ MPaBaMHU MOJIH30BATENs, a HE aMHUHHCTPATOPA.
OTO HE TMO3BOJUT OONBUIMHCTBY BPEAOHOCHBIX NPOTpaMM HHCTAJUIMPOBAThCS Ha TBOEM
NEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE MPOTrPaMMHBIE MPOJAYKTHl U3BECTHBIX NMPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyp pu3HUYECKH JOCTYH K KOMITBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. lcnonb3yil BHEIHUE HOCUTENU UH(OpMAaLIMK, TaKhe Kak (Iemika, JTUCK Win Qailn u3
UHTEPHETA, TOJIKO U3 POBEPEHHBIX HCTOUYHUKOB;

7. He oTkphbIBaif KOMIbIOTEpHBIE (aiiiibl, MOJy4YEeHHBIE U3 HEHAAESKHBIX HCTOUHUKOB. [laxe
Te (aiibl, KOTOpPBIE MPUCIIAT TBOM 3HAKOMBIN. Jlydile yTOYHM y HEro, OTIpaBIIsy U OH Te0e UX.

Cern WI-FI

Wi-Fi - aTo He BUI Hiepeiau TaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIb Opena, Mapka. Eme
B 1991 rony Huzaepnanjckas kommanusi 3apeructpupoBana openn "WECA", uro o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoautcs kak "GecripoBoiHas TOYHOCTH'.

Jlo Hamiero BpeMeHH Jomuia japyras abOpeBuarypa, KoTopas SBISETCS TaKOM ke
TexHosorueit. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO ¢ HAMEKOM Ha CTaHAAPT
BbIcIIel 3ByKoBOM TexHuku Hi-Fi, uTo B nepeBojie 03HauaeT "BbICOKasi TOYHOCTH".

Ja, OecrulaTHBI MHTEPHET-IOCTYI B Kade, OTeIsIX M a’pornoprax sBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXOJ[a B MHTEPHET. HO MHOTHE SKCIIepThI CYUTAOT, uTO obmieaoctymHabie Wi-Fi
CEeTHU He SBISIOTCS 0€30MaCHBIMHU.

CoBeTslI 110 6€301macHOCTH paboTHI B 00 A0CTYTHBIX ceTsax Wi-fi:



1. He mepenamaii cBoro nuuHyto HH(pOpmManuio yepe3 oOmienoctynueie Wi-Fi cetn.
Pabotast B HuX, ’kenaTenbHO He BBOAUTH MapOJIM JOCTYIA, JOTMHbI U KaKHe-TO HOMEpa;

2. Ucnonb3yii 1 OOHOBIISIE aHTUBUPYCHBIE MPOTpaMMBbl U OpaHamayep. TeM caMbIM ThI
o0e3onacuiib ceds OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonn3oBanuu Wi-Fi otkmioun Qynkmuio "OOmuit moctyn k daitnam u
npunTepam". JlaHHas (yHKIMS 3aKpbiTa 110 YMOJYaHHUIO, OJAHAKO HEKOTOpBIE I0JIb30BATEIN
AKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe win y4eoe;

4. He ucnons3yit myonmunsidi WI-FI mist mepenaun nMUYHBIX JaHHBIX, HApUMeEp IS
BBIXO0/1a B COIIMAJIbHBIE CETU WX B AJIEKTPOHHYIO I10UTY;

5. Ucnonb3yi Tonpko 3amuineHHoe coenuHenue yepe3 HTTPS, a ne HTTP, 1.e. npu
Habope BeO-aapeca BBoau uMeHHO "https:/";

6. B MmobunsaOM Tenedone otkiaoun Gpynkiuto "Tlonkmouenne k Wi-Fi aBromatnyecku'.
He nomyckait aBToMaTn4eckoro moAKIIoueHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CouuanbHble CeTH

ConuasibHble CETH aKTUBHO BXOJST B HAIIly JKU3Hb, MHOTHE JIIOIU pabOTalOT U XKUBYT TaM
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MUIUIHAp] YEJIOBEK, YTO SIBISIETCS OIHOMN
CeIbMOI BCEX JKUTENEH IJIaHeThl. MHOTHE MOJBb30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHs,
pasMelleHHas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HalJleHa ¥ UCIOIb30BaHA KEM YrOAHO, B
TOM YHCIIE HE 0053aTEIbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHOBHBIE COBETHI M0 O€30MACHOCTH B COLMAIBHBIX CETAX:

1. Orpannyp cnucok apys3eid. Y TeOs B JIpYy3biX HE JOJDKHO OBITh CIy4alHBIX M
HE3HAKOMBIX JIIOJIEH;

2. 3amumiai cBOIo YacTHYIO k13Hb. He yka3piBaii mapoiiu, TenedoHsl, agpeca, 1aTy TBOErO
POXJIEHUS U JPYTYyI JUYHYIO MHGOpMAaLKio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh JaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE NPOBECTH KAaHUKYJIBI;

3. 3amuiail cBOIO permyTaluIo - AEp>KU €e B YUCTOTE U 3a7aBail cebe Bompoc: XoTesd Obl
ThI, YTOOBI JPYTU€ MOJIb30BATENN BUAEIH, YTO Thl 3arpyxaeuib? [logymail, npexie 4eMm 4To-To
OIyOJIMKOBATh, HAITUCATD U 3aTPYy3UTh;

4. Ecnu Thl TOBOPHILIB C JTHOAbMH, KOTOPBIX HE 3HAEIlIb, HE HCIOIb3YH CBOE peaIbHOE UMS
U JIpYTYIO JINUHYI0O MH(OPMaIUK: UM, MECTO KUTEIbCTBA, MECTO YueObl U MpOYee;

5. N36erait pazmenienus dpotorpaduii B UuTepHeTe, r1e Thl n300paxKeH Ha MECTHOCTH, 110
KOTOPOU MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

6. IIpu peructpanyy B couuaibHONW CETH HEOOXOJUMO HCIOJIB30BaTh CIOXKHBIE MAPOJIH,
cocTosuIre u3 OykB U U(pP U ¢ KOJIUIECTBOM 3HAKOB HE MeHee §;

7. st conuanbHOM CeTH, MOYTHl U IPYTUX CaWTOB HEOOXOJMMO HCIIOIh30BaTh Pa3HBIC
naposu. Toraa ecnu Te0s B3JIOMAKOT, TO 3J0YMBIIUIEHHUKN MOIy4YaT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

ONEKTPOHHBIE JEHBIU

DNEeKTpOHHBIE JACHBIM - 3TO OYEHBb YAOOHBIM CIOCOO IUIaTeX ek, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE NEHbI'U MOSBUIMCH COBCEM HENAaBHO M UMEHHO H3-3a 3TOI0 BO MHOIHMX
rocy/apcTBax 0 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe onn QyHKIMOHUPYIOT M O HUX YK€ MIPOIMUCAHO B 3aKOHE, TJIe UX pa3essioT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MPOBOAUTH omepanuu 0e3 uIeHTU(UKALUUU I[0JIb30BaTeNs, a B
HEaHOHMMHBIX MJIEHTH(PUKAINS OJIb30BATENS ABISETCA 0053aTEIbHOM.

Taxxe cienyer paznuyarh 3JIEKTPOHHbIE (MATHBIE JIEHBI'M (PaBHbBI TOCYJapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE paBHBI TOCYJAapCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€301acHOM paboTe C INEKTPOHHBIMU JEHbraMU:

1. IlpuBsixu K cueTy MOOMIBHBIN TenedoH. ITo caMblilf yI1OOHBIH M OBICTPBINA CIIOCOO
BOCCTAHOBUTH JOCTYHn K c4yery. llpuBsizaHHBIA TenedOoH TOMOXKET, €clii 3a0yaemb CBOU
IIJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAaUT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonb3yit ogqHopa3oBblie napoiu. [locie nepexona Ha yCUICHHYIO aBTOpU3aLUIo TeOe
yke He Oy/IeT yrpoKaTh OMaCHOCTb Kpa)Ku WJIU TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu croxxHbIi maposs. [IpectynmaukaM OyieT He IPOCTO yraaTh CI0XKHBIN Tapob.
Haznexxnbie maponu - 3T0 maposi, KOTOphIe COAepkKaT He MeHee 8 3HAKOB M BKIIIOYAIOT B cels
CTPOYHBIE U MPONIUCHBIE OYKBBI, IU(PPHI U HECKOJILKO CHMBOJIOB, TAKHE KaK 3HAK J0J1apa, GyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.I. Harpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILb.

DNEeKTpOHHAs [0YTa

DneKTpOHHAs M0YTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMbIE €10 YCIYTH II0 IEPECHUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILIECHHM, KOTOpBIE pacHpeieisioTcs B KOMIBIOTEPHOH CeTH.
O6b1uHO 3JIEKTPOHHBIN IIOYTOBBIN SILAK BBITJISIAT CJIEIYIOLUM oOpazom:
UMs_TIOJIb30BaTeNIA(@uUMs_TOMeHa. Takke Kpome IepeJayd MpOCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO padoTe ¢ AIMEKTPOHHON TTOYTOM:

1. Hamo BBIOpaTh MpaBHIBHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OTPOMHBINA BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJJHAKO JyYIlIe JOBEPSATh TEM, KOI'O 3Haellb U KTO MEPBLIi B
peuTHHre;

2. He yka3piBail B 1M4HOI moute nuuHyl0 uHpopmanuro. Hampumep, myurie BoIOpaTh
"My3bIKanbHBIN _(aHaT@" nan "pokx2013" Bmecto "Temal3";

3. Ucnonb3yil IBYX3TalHYIO aBTOPU3ALUIO. DTO KOTJ1a IOMUMO apoJii HY>KHO BBOJIUTH
KO/, IpUChIIaeMbIi 1o SMS;

4. BpiGepu cnoHBIM mapoinb. i KaKIoro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOMU
HaJICKHBIHM, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTH HAIlMCAaThb CAMOMY CBOW JIMYHBIM BOIIPOC, UCHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonp3ylh HECKOJIBKO TOYTOBBIX SIIMKOB. lIepBhIii a1 4acTHOM NEPENUCKU C
azjpecaTamMH, KOTOPBIM Thl JIOBEps€llb. DTO AJIEKTPOHHBIM aapec HE HAaJ0 HCII0JIb30BaTh INPHU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBaii (haliiiel U IPyTHeE BIOKEHUSI B TMUChMAX, JIa)Ke €CJIM OHH MPHUIILIA OT TBOUX
npy3eit. Jlydiie yTouHU y HUX, OTHPABISUTH JTU OHU Tebe 3TH (aiiisbr;

8. Ilocne okoHYaHUs pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKJIAJIKU C CATOM
He 3a0y/p HakaTh Ha "BeriiT".

KubepOynmauHr uin BUPTyalbHOE U3/1€BATEIbCTBO

KubepOyniuHr - npecieroBaHie COOOIEHUSIMHU, COJIEpKAIMMU OCKOPOJIEHNUs, arPeCcCHIo,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOUIbIO Pa3INYHbIX MHTEPHET-
CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pbOE ¢ KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. Jlyurmii cnoco6: mocoBeToBaThCs Kak ceOst BECTH U, €CJIM HET TOTO,
K KOMY MOXHO OOpaTuTbcsi, TO BHaudaje YCHOKOWThbcs. Eciau Tbl HauHeulb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30XiKellb KOH(IIUKT;

2. Ypasnsii cBoeil kubeppernyTaluei;

3. AHOHUMHOCTh B ceTd MHHMasg. CyIIEeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMT 3a
QHOHHMHBIM aKKayHTOM;

4. He cTouT BeCTH XyAUTAHCKHUI 00pa3 BUPTyanbHOU *u3HU. VIHTepHET (puKcupyer Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y TAIUTh UX OyACT KpailHe 3aTpyIHUTEIHHO;

5. Co0Gurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit ennunyHblii HeraTuB. OHOpPa30Bble OCKOPOUTEIbHBIE COOOIICHHUS JTy4Ile
UTHOpHPOBaTh. OOBIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTaIuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MrHOBEHHBIMHU COOOIICHHUSIMHU, B COITUATTBHBIX
CeTAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOILICHUI C ONPEETICHHbIX a/IpECOB;

8. Ecmu TBI cBunmerens kuOepOyminHra. TBoM ACHCTBUA: BBICTYNHUTh IPOTHUB
IpeciieloBaress, MOKa3aTb €My, 4TO €ro ACHCTBUsS OLEHUBAIOTCS HEraTUBHO, IOJACPIKATh



XKEpTBY, KOTOPOI HY»Ha IICUXOJIOTHYECKasi HOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpecCUBHOTO
MOBE/ICHUS B CETH.

MoOunbHbIN TenedoH

CoBpemenHble cMapT(HOHBI U MIIAHIIETHI COJEPKaT B ce0e BIIOJIHE B3POCIIbIN (PYHKIIMOHAL,
U Tenepb OHU MOT'YT KOHKYpPHUPOBaTh CO CTAallMOHAPHBIMM KoMmmbioTepaMu. OJHAKO, CPEICTB
3aIUTHI 715 TOAOOHBIX YCTPOMCTB MOKA OYeHb Masio. TeCTUpOBAaHUE U MOUCK YA3BUMOCTEN B HUX
IPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To jkxe camoe kacaeTcsi 1 MOOMIIBHBIX PUIIOKEHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YKe NMPAaKTUYECKU JOTHAIM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BJIeYeT 3a €000 OONBIIYI0 CIIOKHOCTh W MEHBIIYIO
3aIlUIIEHHOCTbD.

Jlaneko He Bce MPOM3BOIUTENH BBIITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH 171l CBOUX YCTPOMNCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Huyero ne siBnsiercss mo-HactosieMy OecraTHbIM. Byab octopoxkeH, Beab Korjga tede
npeiararT OecIyiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKHUe-TO IUIaTHBIE YCIIYTH;

Hymaii, npexxae yem otipaButbe SMS, ¢poTo unu Buaeo. Thl TOUHO 3HAEIllb, I71€ OHU OYAyT
B KOHEYHOM HUTOre?

Heo0xo1muMo 0OHOBIISATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 17151 MOOMIIBHBIX TeNIe()OHOB;

He 3arpyxail mpuioxeHus OT HEM3BECTHOIO MCTOYHUKA, BEIb OHM MOTYT COJAEPKATb
BPEIOHOCHOE MPOrpaMMHOE 00€CIIEUEHHUE;

[Tocrne Toro kak Thl BbIiielIb C caifTa, TJie BBOJAWJ JHYHYIO HWH(OpMALUIO, 3aiiau B
HACTPOIKM Opay3epa u ynanu cookies;

[Teproanyecku npoBepsii, KaKUe IUIATHBIE YCIYTH aKTUBHPOBAHbI HA TBOEM HOMEpE;

JlaBaii cBoil HOMEp MOOUIILHOTO Tesle(hOHA TOJIBKO JIFOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsICIIIb;

Bluetooth momken ObITh BRIKITIOYEH, KOT/Ia Tl UM HE TOJIb3yemibes. He 3a0piBait nHoraa
IIPOBEPSATH 3TO.

Online urpsl

CoBpeMEHHbBIE OHJANMH-UIPBI - 3TO KpacOuyHbIC, 3axXBaThIBAIOIIME pPa3BICUYCHUS,
00BEAMHSIONINE COTHU ThICAY YENIOBEK 10 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIaI0TCS IPYT C IPYTOM, BBITOJIHAIOT 33/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U MOJTy4YaroT OMbIT. 32
YI0BOJIbCTBUE OHU IIJIATST: MOKYIAIOT JIUCK, OIUIAYMBalOT a0OHEMEHT WM MPUOOPETAIOT KaKkue-
TO OIILUHU.

Bce atu cpeactBa uayT Ha mojjepkKaHME W pa3BUTHE UIPhL, a TakXKe Ha camy
0€30I1aCHOCTb: COBEPLICHCTBYIOTCSI CHCTEMBl aBTOPU3AIlMM, BBITYCKAIOTCS HOBBIE MAT4U
(undpoBbIe 3amaaTKU A IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono6HBIX Urpax CTOMT onacaTbcs HE CTOJBKO CBOMX CONEPHHMKOB, CKOJBKO KpPaXu
TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI M0 O€30MAaCHOCTH TBOETO UTPOBOT0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cels MmI0X0 WM co3faeT Tebe HeMpUsATHOCTH, 3a0JI0OKUpYH
€ro B CIIMCKE UTPOKOB;

2. [Toxanylica aIMUHACTPATOPaM UIPHI Ha IIOXOE MOBEAECHHUE 3TOTO UTPOKA, )KEJIATEIBHO
IIPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBaii mtuuHyto nHGoOpMaluio B mpodaiiie urpsbl;

4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;

5. He ycranaBnuBaii HeohuuaabHbIE TATYA U MOJIBI;

6. Mcnionp3y# CII0’KHBIE M pa3HbIE NapoJIy;

7. Jlaxxe BO BpeMsl MI'Pbl HE CTOWUT OTKJIIOYaTh aHTUBUpYC. l1loka ThI urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WU Kpaka JIMYHBIX JaHHBIX



OObIuHOM Kpakel IeHeT ¥ IOKYMEHTOB CErOHs YK€ HUKOTO HE YAMBHUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBINIJICHHUKHA MEPEeMECTUINCh B HHTEPHET, W MPOJOJIKAIOT
3aHUMAaThCA "MOOUMBIM" 1€7I0M.

Tak mosiBUSIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TJaBHAs LIETb
KOTOPOTO COCTOMT B MOJYYCHHH KOH(PHICHIMAIBHBIX MAHHBIX IIOJIb30BATENCH - JOTMHOB U
napoJieii. Ha anrmuiickoMm si3bike phishing unraercs kak ¢umunr (ot fishing - peiOHast 0B,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPBLOE ¢ PUITHHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. ECIH ThI 110103peBaciiib, 4TO TBOSI aHKeTa ObLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpEe;

2. Ucnonw3yil 6e3onacHbie BeO-CaiiThl, B TOM YHCJIEe, MHTEPHET-Mara3uHoB U MOMCKOBBIX
CHUCTEM;

3. Wcnonb3yil crnoxkHble W pa3Hble mapoiu. Takum oOpa3om, ecinu TeOsl B3IOMAIOT, TO
3IIOYMBIIIICHHUKH TTOJy4aT JOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B370Maiu, TO HEOOXOIMMO MPEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBiieHbl y T€0S B IPY3bsiX, O TOM, YTO TeOS B3JIOMAJIM U, BO3MOXHO, OT TBOETO HUMEHH OyzeT
pacchuIaThCs CIlaM M CChUIKU Ha (PUITMHTOBBIE CAlTHI,

5. YcranoBu HazgexHbIi naposb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBaii (hailiibl U qpyrue BIOXKEHHS B MUChMaX, Ja)Ke €CIIM OHH MPUIILTH OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiibl.

[udposas penyrarus

udposas pemyranus - 3T0 HETaTUBHAS WU MO3UTHBHAS MH(OpMaLUsS B CETH O Tebe.
Komnpomerupytomass uHpopMaius, pa3MelleHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3zom
OTpa3uThCs Ha TBOeH peasbHON xu3HU. "LludpoBas pemyranus" - 3TO TBOW UMUK, KOTOPBIN
bopmupyercs u3 uHpopMauu o Tede B UHTEPHETE.

TBoe MecTo XUTenbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKkTepa
U paccKasbl 0 OJM3KUX - BCE ATO HAKAILJIMBAETCS B CETH.

MHorue moJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKalMy JTUYHON MH(pOpMaluM B
WuTepHere, HE MOHMMasi BO3MOKHBIX MOCeICTBUM. ThI 1axe HE CMOKENIb JJOTaaThCs O TOM, YTO
dororpadus, pazMerieHHas 5 eT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pa3menienue TBoux Gororpaduil u qpyrue AeUCcTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl UX YAAMHIlb. Thl HE 3Haellb, KTO COXpPaHUJ 3Ty HH(OpMaIHIO, Iomaia
JU OHA B IOMCKOBBIE CHCTEMbl M COXpPaHWJACh JIM OHA, a TJIABHOE: YTO MOJYyMAalOT O Tebe
OKpY’Karollye JIOAHU, KOTOpble HayT U yBUAAT 3T0. Hailtu nHpopmanuio MHOro JeT CrnycTs
CMOJKET JIF000M - KaK U3 JOOpbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpea. ITO MOKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALINH:

1. Ionmymaii, mpexxae 4eM 4TO-TO IyOJMKOBAaTh W MepeAaBaTh y ceds B Ojore Wiu B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npoduist ycTaHOBH OrpaHHUYEHHs] HA POCMOTP TBOETO MPO(UIISL U ero
COJIEPKUMOTO, C/IeJIall €ro TOJIBKO "[UIs Apy3en';

3. He pa3memail 1 He yka3biBail HH(QOPMALIUIO, KOTOpask MOXKET KOTro-TMO0 OCKOpOJIATh
WU OOMIKATh.

ABTOpPCKOE ITpaBo

CoBpeMeHHbIE HIKOJILHUKH - aKTUBHBIE M0JIb30BaTeNU HUPPOBOro mpocrpancTsa. O1HaKO
JTaJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHHE MHOTUMH BO3MOXKHOCTSIMHU LM(PPOBOro Mupa Tpedyer
coOr0IeHHsI TTPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uWHTeNIeKTyaqbHash COOCTBEHHOCTb' OTHOCHTCS K pa3jIMYHBIM TBOPEHHIM
YEeJI0OBEUECKOro yMa, HauMHas ¢ HOBBIX M300pPETEHUN M 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTD



HAa TPOIYKTHl W YyCIyrd, W 3aKaHyuBas KHUTaMu, Qororpadusmu, KUHODUIBMAMH U
MY3BIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA WHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHHUS
HAYyKH, JIUTEPATYpPbl U UCKyCCTBA. ABTOPCKHE MTpaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
WHTEJJICKTYaIbHBIM/ TBOPUSCKUN TPYA aBTOpa He OyneT HampacHBIM, AACT €My CIIPaBEIJTUBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro Tpyna, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
HukTo 6e3 pa3perieHust aBTopa He MOKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHHE, PACTIPOCTPAHSITH,
nyOJIMYHO JIEMOHCTPUPOBATH, MPOAABaTh, WMIIOPTUPOBATH, MYCKAaTh B MPOKaT, MyOJIMYHO
UCTIOJTHSATH, TOKA3bIBATH/UCIIONHATE B dQUpPE WK pa3Meniath B UHTepHETE.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 0OSCIICYEHHS MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOErO YCTPOMCTBA, Tlie
yCTaHOBJICHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHbIE
1 OecIIaTHBIE TIPOTPAMMBI, KOTOPBIC MOKHO HAWTH B CETH.

O noprane

CereBn4ok.p) - TBOW TJABHBI COBETYMK B CETHU. 3J€Ch Thl MOXKCIIb Yy3HATH O
0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3SHHUKHOBEHUU KPUTHUYECKOM
CUTyallMu OOpaTUTHCA 3a COBETOM. A TakXe MPHUHATH y4acTHE€ B KOHKYpCax M CTaThb CaMbIM
1U(POBBIM TPaKIaHUHOM !



